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Disclaimer

This document contains material, which is the copyright of certain ANITA contractors, and may not be
reproduced or copied without permission. All ANITA consortium partners have agreed to the full publication
of this document. The commercial use of any information contained in this document may require a license
from the proprietor of that information.

The ANITA Consortium consists of the following partners:
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Executive Summary

This report describes the ANITA website (content and structure) designed by project partners and published,
with the support of screenshots and images taken from the online site and from the dissemination means.

The website, available since M1 at the URL http://www.anita-project.eu/, is the main communication
channel developed and used by the ANITA consortium to:

e ensure adequate presence of the ANITA project on the web;
e inform target groups and general public about aims and objectives of the project;
e disseminate project’s activities and initiatives;

e support the creation of synergies with similar projects to attract and concretely involve the relevant
actors within the framework of counter terrorism;

e be the main tool to communicate, transfer knowledge and exchange information facilitating the
collaboration between the potential users and the further extensions and adoption of the project
outcomes.

The dedicated server hosting the ANITA website ensures flexibility to choose the most appropriate tools and
technologies to support the website’s evolving requirements.

The dissemination pack prepared for the ANITA project includes: the official logo of the project, a brochure
with the most relevant information about the project aims and benefits, and an official Poster of the Project.
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Introduction

The official ANITA website timing release was foreseen at M3 but it was available since the beginning of the
project (M1).

More in particular, the project website, available at the URL http://www.anita-project.eu/ since early May
2018 (M1) has been designed in order to present:

target of the project aims and the benefits expected from the research and innovation activities
carried on during the project lifetime;

description of the project and in particular Objectives and ANITA’s Main Goals;
general information about ANITA partners;

updated news and events;

info posted on Social Network (Twitter);

section “Contact us”.
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2 Project Overview

ANITA intends to design and develop an innovative knowledge-based user-centered cognitive investigation
system for analysing heterogeneous (text, audio, video and image) online (Surface Web, Deep Web, Dark
Nets) and offline (LEAs’ databases) resources for fighting illegal trafficking activities through an elegant
combination of:

1.

avant-garde data source analysis and blockchain technologies for the analysis of crypto-currency
network and transactions (supporting the cases of Surface Web, Deep Web and Dark Nets);
advanced Big Data analytics tools for the automatic extraction and analysis of the vast amounts of
multimodal multimedia content contained in the identified sources;

sophisticated methodologies for capturing, modelling, inferring, processing and storing knowledge
in human understandable forms (e.g. expressive high-level semantic ontologies), including the case
of connecting the connectionist learning paradigm with the symbolic learning one (i.e. extracting
relevant and new knowledge from neural networks and formally storing it in the form of ontologies);
the development of a sophisticated, adaptive, cognitive user modelling framework that will capture,
analyse, interpret, mimic and integrate key human cognitive and information processing functions
for: i) incarnating the incorporation of human perception/cognition principles in the system
processing pipelines (i.e. integrating the investigators/officers/practitioners ‘in-the-loop’ of the
overall analysis process), and ii) facilitate the transfer of domain knowledge/expertise from the
expert users to the novice ones;

domain-related and user-oriented intelligence applications, able to provide users with interactive
dashboards to explore, reconstruct and identify patterns for spatial, temporal and causal correlations
among illegal trafficking events, entities and activities and to support decision-making processes for
countermeasures to undertake.

All the above functionalities will be coupled and reinforced by an in-depth interdisciplinary analysis of the
online illegal trafficking phenomenon (including the study of reaction strategies and countermeasures) and
a thorough analysis of the online resources with respect to social, ethical, legal and privacy issues of
concern. The proposed system capabilities will be demonstrated in multiple relevant operational
environments.
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Figure 1: ANITA Concept

The primary goals of ANITA are:

discovery
Investigation @

Terrorism

funding

1. To boost the LEA’s investigation process and to significantly increase their operational capabilities,
by introducing a set of innovative tools for efficiently addressing online illegal trafficking challenges
(namely online data source analysis, blockchain analysis, Big Data analytics, knowledge modelling,
incorporation of human cognitive function in the analysis pipelines, user-oriented intelligence

applications);

2. To significantly facilitate the novice officers training process and to optimize the learning curve (by
collecting, integrating and re-using knowledge from multiple expert officers and through the
development of a recommendation functionality to transfer the acquired ‘know-how’ to the new

officers).
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3 ANITA website structure

The ANITA website is available in English.

The public area of the website has been developed with a CMS (Content Management System) that allows
easily managing and updating of existing content and creating of new pages of the front end area (the public
one) through a back end area accessible only by technicians appointed of the project website maintenance
and updating.

The ANITA project website is composed by five main sections:

1. Home;
2. Project;

3. Events;

4. Partners;

5. Private Area (Key).

The sections from 1 to 4 belong to the “Public area” of the website, thus all the content and the
functionalities available in these sections are accessible to all visitors. These sections can be reached through
the main horizontal menu.

Section 5, “Private Area”, links to a dedicated DMS (Document Management System) dedicated to project
partners and advisory board members. Such a repository has the aim of providing the project consortium of
a common space allowing them to share documents and relevant information of the project. This last section
is available through e direct link at the top of any page of the website.

11
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The website header includes highly evocative images of the subject of the project’s main purpose and
content.

As stated at the beginning of this section, the ANITA website is composed by the home page and the other
four main sections.

From the Home Page, visitors can use the menu, placed horizontally on the top of the page, just below the
header, to access the different sections and subsections.

In the following paragraphs the contents of each section are described.

QMItQ

ADVANCED TOOLS FOR FIGHTING
ONLINE ILLEGAL TRAFFICKING

Home Project Events Partners ~®

Advanced Tools for fighting online illegal trafficking

The dissemination of the project results and the exploitation
of the achievements of ANITA are the key elements for the
success of ANITA and the main activities to maximize the
expected impacts.

Figure 2: ANITA Menu

12
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Advanced Tools for fighting online illegal trafficking

The dissemination of the project results and the exploitation
of the achievements of ANITA are the key elements for the
success of ANITA and the main aclivities to maximize the
expected impacts.

= 2 =

Project Main Goals Objectives

Figure 3: ANITA Public website - Home

3.1 Home page

The Home Page clearly communicates the project’s target and the website's purpose and shows all major
contents available on the website to the visitors. The home-page is the main landing page, thus its main
purposes in the realization of this page are:

e to provide ANITA aims with a clear statement to visitors about the contents and results expected
from the project itself;

e to provide a direct access to all other sections (Project — Main Goals — Objectives).

e social media access (twitter)

The Figure 3 shows the home page of ANITA Web Portal with the header, the main menu and the information
areas of the body of the page.

At the end of this section is embedded the form with the Tweets generated with the Project Account:
@AnitaProject.

13
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3.1.1 Section “Contact us”

The “Contact us” section includes a simple form where basic information is required. The data inserted in the
form will be received by the consortium as an email to info@anita-project.eu account.

3.2 Section “Project”

The section “Project” has the aim of providing information about the project’s purpose and its most relevant
benefits towards the target groups. It includes:

e adescription of the project;
e Main Goals;

e Objectives;

e Download Brochure (PDF);

In this section, a vertical and local menu allowing the visitors to browse within this section is also provided in
the left side of the web pages. The breadcrumbs below the header provide to the visitors information about
the current page.

The next figures show the pages available in this section of ANITA Web Portal.

OI Ith Home Project Events Partners L )
ADVANCED TOOLS FOR FIGHTING

'ONUINE ILLEGAL TRAFFICKING

Project

ANITA will design and develop an innovative knowledge-based user-centered cognitive investigation system for 3 PDF
analysing heterogeneous (text, audio, video and image) online (Surface Web, Deep Web, Dark Nets) and offline (LEAs’ -
databases) resources for fighting illegal trafficking activities through an elegant combination of:

1. avant-garde data source analysis and blockchain technologies for the analysis of crypto-currency network < sh
and transactions (supporting the cases of Surface Web, Deep Web and Dark Nets); are
2. advanced Big Data analytics tools for the automatic extraction and analysis of the vast amounts of multimodal
multimedia content contained in the identified sources;

3. sophisticated methodologies for capturing, modelling, inferring, processing and storing knowledge in
human understandable forms (e.g. expressive high-level semantic ontologies), including the case of connecting
the connectionist leaming paradigm with the symbolic learning one (i.e. extracting relevant and new knowledge
from neural networks and formally storing it in the form of ontologies);

4. the development of a sophisticated, adaptive, cognitive user modelling framework that will capture, analyse,
interpret, mimic and integrate key human cognitive and information processing functions for:

4.1 incarnating the incorporation of human perception/cognition principles in the system processing
pipelines (i.e. integrating the investigators/officers/practitioners ‘in-the-loop’ of the overall analysis
process)

4.2 facilitate the transfer of domain knowledge/expertise from the expert users to the novice ones;

5. domain-related and user-oriented intelligence applications, able to provide users with interactive
dashboards to explore, reconstruct and identify patterns for spatial, temporal and causal correlations among illegal
trafficking events, entities and activities and to support decision-making processes for countermeasures to
undertake. All the above functionalities will be coupled and reinforced by an in-depth interdisciplinary analysis
of the online illegal trafficking phenomenon (including the study of reaction strategies and countermeasures)
and a thorough analysis of the online resources with respect to social, ethical, legal and privacy issues of
concern. The proposed system capabilities will be demonstrated in multiple relevant operational environments.

Figure 5: ANITA project section — Project description

15
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In the same page “Project” below the description of the ANITA project there are the subsections Main Goals
and Objectives as is possible to see in the Figure 6.

In order to diversify the communication tools according to different contexts / events, people can download
a brochure in A4 format, foldable in 3 parts,

ANITA

ANITA will design and develop a novel
knowledge-based user-centred investiga-
tion system for analysing heterogeneous
(text, audio, video, image) online (Surface
Web, Deep Web, DarkNet) and offline
content for fighting illegal trafficking of
drugs, counterfeit medicines, NPS and
firearms.

.

Innovative data source analysis of cryp-
to-currency network and transactions
and blockchain technologies.

Advanced Big Data analytics tools for
automatic analysis of the vast amounts of
multimodal content of the identified
sources.

C

Sophisticated methodologies for
capturing, modelling and inferring
knowledge in human understandable
forms , extracting relevant and new
knowledge from neural networks.

D

Development of an adaptive, cognitive
user modelling framework that will

capture, analyse, interpret, mimic and
integrate key human cognitive and
information processing functions.

Incorporation of human perception/
cognition principles in the system
processing pipelines.

and  user-oriented
intelligence  applications to identify
patterns for spatial, temporal and causal
correlations among illegal trafficking
events, entities and activities.

(]

Support decision-making processes for
countermeasures In-depth interdiscipli-
nary analysis of the online illegal
trafficking phenomenon.

The proposed system
[: ilities will be d

in multiple relevant operational
environments.

MAIN GOALS

ANITA’s primary goal is twofold:

To boost the LEA’s investigation process
and to significantly increase their opera-
tional capabilities, by introducing a set of
innovative tools for efficiently addressing
online illegal trafficking challenges

2

To significantly facilitate the novice
officers training process and to optimize
the learning curve.

PILOT

DRUGS

The key purpose is to detect and
further monitor medicine trafficking
activities from online transactions
that are realized through the Public
Web, as well as Deep and Dark Nets.

WEAPONS

ANITA aims at providing automated
services for detecting weapon
trafficking activities.

\@{; TERRORISM FUNDING

<l ANITA will provide means for retrie-
ving relevant online information
through the Web crawling services
and those tools that are needed for
the analysis of heterogeneous
collected multimedia information.

PROJECT ID ART

DURATION: ‘;

36 months (May 2018 — Apr 2021) ENGINEERING
PARTNERS: 6 svstran L IEERE
17 partners from 11 countries (France,
Greece, Italy, Spain, Austria, Nederland,
Belgium, Poland, Serbia, United Kingdom,
Bulgaria)

6 law enforcement agency (LEA)

FUNDING: pGLITIE
ANITA receives funding from the Europe-

an Union’s Horizon 2020 research and 0 Po]itie
innovation programme. Voorkempen

CALL IDENTIFIER:

Call: SEC-12-FCT-2016-2017 CEXPERT
Activity: H2020-SEC-2016-2017-2

PROJECT COORDINATOR:
Engineering — Ingegneria Informatica spa
www.anita-project.eu
info@anita-project.eu

BT ADSE

|
WEAPONS

]
TERRORISM
FUNDING

AITm:f:mw'- 77345“3' ; let

ADVANCED TOOLS FOR FIGHTING
ONLINE ILLEGAL TRAFFICKING

ANITA §s a project funded by the European
Commission This project has received
funding from the European Unfon’s Horizon
2026 Research and Innovation program under
Grant Agreementn®787061

asmane

www.anita-project.eu

sencece

Figure 5: ANITA Brochure (pdf download)

16



D11.1 — ANITA Website

QMItQ

ACWNCIG YOS FON PR
U LLIBAL SN

Main goals

ANITAS primary goal & twafold:

= To bocst the LEAs Invectigation procecs and to cignificantly inorsace their cperational oapabliitiec, by
introducing 2 sat of innavative 1ods for eficiantly ascrassing aning ilegal trafficking challenges (namely caling
cala sourca analysis, biockchain analysis, Big Data anaitics, knowledge modeling, incorparation af human
cogritive tunction in e analysis pipaines, user-anemad intaligence applcations)

To cignificantly facllitade the novice officers fraining procecc and £o optimize the learning curve by
colecting, intagrating and re-using knowiedoe from mulipie expart aficers and Fvough the davelopment of 3
recommendation functianality to transfer the cquined “inaw-now’ 10 the naw officers)

Objectives

Ower tha recent yaars, online llegal fraffoking activitiec have hugely slaboraied and expanded o that 10 oparate at
gicbal lavel with wordwice supply chains, production fadities and acminstrative 0%ces, whie thair legal, ecoromic and
sustainabiy state i opimised. For tacking thase emerging challenges, 3 signifcant pant of LEAS efforts has been
nvestod on raning activiies to equip officers and pracitondrs with the nacessany knowiedge and skils related to this
emergng and continuousiyprapidly avolving scenary. Howavar, in ordar to aft!
structume, the exhibited behavicursidynamics and thair inlercornectionsdiniaractions, R is of vital importance to coliect
and analyce all relevant open-souroe information in naar real-time and 1o combing & with dosed-source infarmation
provided by the 5. Anoter aspact that signficantly adds 1o the compiasity of the probier v ct that aftan
Rroe poltical, relgious and eCoNOMIC SupEon Networks suppon hese anline ilegal trafMicking activities, in order to
mosive funding for fulfling thair purpeses or 1o gain poitical power. For this reason, ng
economic mules and networks can halp LEAS 1o idently hidden relationships, ormant stratogies and amenging pamerns
ot of ilegal activities. Building an the aforemantioned analysis, soma crucial radical changes in the criminalilegal
ctiviies landscape need aiso to be taken into account:

ntly understand the arganisational

cancems

analysis of the u

n Sup

anling

= Criminal actore are prolferating (@.q. ndividuals, unstructured and
hierarchical organised orime, athric-based oriminal grou| elr. ), passessing a graater capacity to
xpicil 3 wice range of apporiunities and resources, whie maximising banafis and minimizing risks:

emal arganised criminal groups,

« Organicad criminal Qroups am continuously aplaiting the ntercependancias amang the criminal actvities thay
an aready nvaived in, but thay are S0 specialising in o typologies of emenging crimas or aven in specific
segmants of the criminal supply chain (Eurapal IOCTA 2016, SCCTA 2017,

= Online tfrafMoking activities are going “entrapranaurial
marner iming 10 axpand business actviies by infitr
seciors/aciviies, on a gobal scale.

In othar words, thay are arganised n a managenal
Q inta kay legal and Tiegal new acanamic

= Burfaos Web, Deep Webd and Dark Netc can ba regarded as key crime-faciitatons. Thay ofter naw apponunitios

10 the organised criminal groups, assisting them: a) 1o cooperate in @ more affactive, eficent, anorymous (6.9
YMENg S0twane such as PZP or Tor) and secure way, alfhough disiocated in diverse countries; b) 1o manage
al business-10-busingss (B28) and business-10-corsumer (B2C) activities, with anonymous cning paymants,
through cryplo-cumencies (e.g. Bleaink c) 10 spaead pa anipuated infarmation 1o camoutiagaicorn
erim aiving oniing consumars; enlarge he crme-as-2-5arvice activites
mited biack market (@.9. Sik Road) in the Deap Web,

ey

2l activities, whike

ge-scale and o

Among the most emblematic, emarnging, 1a usly avoiving aspects of o ilegal trafMicking am the

cases of.
« counterfeitfalciied mecioines (OTFM), druge, Novel Peyohosotive 3udctancec (NP 8),
= Oweaponc and firsarme,

= ferroricm funding.

Tha respactive suppO Netwarks am using ciflemnt 1RChNIGUES 1O prevant them from baing unvailed. The firct cirategy
Ic to pracent them ac legal ac poccibie. As an exampie, novel paychaactive subatances (NPS), the so called “egal
nghs™, are ganeraned r than the upaas legal arugs. Thus, rading and rarsporting of NPS is
egal ough, thia PGy v atiect i often stronger, exising Tlegal drugs. Thi r a5 logal strategy is
ako followes b charity orgarisations, which afier community senices, but in fact thay are organising
wardwide fund raising activities for tamodsm organisations. The cecond cirategy I to bulld up an environment within
whioh identification and cencorchip are Impoccible, Inctead of oaring abeut legal compllance. Tha nast
generation of

S0ma spacif

ok markets will peo

an Infrastructre 10 56l UD SNONYMOLS COMPANes, With rwis
ANCYMOS Managemeant, e Ika tha Etharcum platform. Tha synamies batwesn the trafficking
activities conceming a) countarfeit®alsified medicing, drugs and NFS, D) walpons and fimarms, and c) lemodsm funding
am considercd as an amarging trend that, in tha short ternm, codd ad 10 new crganized criminal arangaments 25 wal
5 in an incres et Addbionally, the atoremantcned liegal raticking actviies wil be frfher
tha next ganeraion cryplo curancias that will sane 25 a standard paymant mathod for kegal and ilega
cark wab. Thay are e 0d 10 POV a5 3 Mo refable and kas exparshve
OOYMoUS Paymaent systams.

o owners,

YORs 2NG CUSIome:

atemative (EMCDOA) 1o a

ANITA b & project funded by the Europsan Commisaion This project his receivwed Linding from
the Euscouen Linkn's Hortson 2020 Rasesrch e Innowstion prog -

Figure 6: ANITA Project section — Main Goals and Ojectives
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3.3 Section “Events”

The section “Events” has the aim of providing information about the project’s dissemination activities carried
out during the project (conferences, exhibits, industrial fairs, workshop etc.) interesting for project partners
for disseminating ANITA results.

The next figures show the pages available in this section of ANITA Web Portal.
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Figure 7: ANITA Event section

3.4 Section “Partners”

In the section “Partners” the information of the partners of the ANITA project is reported. In the first level of
the page, logos and names of the organizations partners are reported (Figure 8). Clicking on their logos or on
their names for exploring details of all partners.
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For each organization the following information is included:
e the name and the country of the organization;
e the logo of the organization;

e alink to the website homepage of the partner. Clicking on the link, a new window is opened with the
target website;

The next figure shows the ANITA Partners page.
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Figure 8: ANITA Partners list
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3.5 Section “Private Area”

The Private Area (Key) is accessible only to ANITA partners and advisory board to share documents and
information.

Q' |ItQ Project Events Pariners @

ADVANCED TOOLS FOR FIGHTING
ONLINE ILLEGAL TRAFFICKING

Figure 9: ANITA Private area link

It consists in a web repository based on the Openness platform made available by the ANITA project
coordinator in the set of tool available for the management and linked directly by a button at the top of all
pages.

OPENNESS

You are signed in as Vincenzo Masucci.

Sign Out = Private Area p

Figure 10: ANITA Private - OPENNESS
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4 Conclusions

The public website has been developed and published at the address http://www.anita-project.eu within
month 3 (as planned in the DOA). The website contains updated information about the project description,
Main Goals and Objectives.

From the website it is possible to download the brochure of ANITA Project.

The website is the backbone communication channel for the project and it will be used as reference to
address people to get more information about the project, making also available to download the ANITA
dissemination material that will be produced in the project lifetime.

The ANITA Web Site will be constantly updated with information and news, to keep people interested and
updated about the project progress, and other information such as the list of the other projects collaborating
with ANITA.
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